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This Software Protocol defines a consolidated set of requirements for software tools seeking to obtain or maintain NatHERS accreditation for new homes, existing homes, or both.
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The system described by this Software Protocol is a software product that:
	Provides the sole point of data entry and retrieval of rating results and certificates for assessors undertaking NatHERS new or existing homes assessments.
	Collects dwelling, appliance, system and evidence data required for a NatHERS new or existing homes rating in alignment with the relevant Technical Note, including data captured manually or via integrated data collection technologies (e.g. LiDAR, image recognition, document scanning).
	Transmits assessment data to the CSIRO “AccuRate Enterprise” platform via CSIRO-defined APIs, receives rating results and rating summaries, and retrieves Home Energy Rating Certificates from the HStar portal.
	Securely stores assessment data, evidence and audit data and supports export of that data for audit and regulatory purposes.
	Provides censorship or prevents the capture of personally identifiable information (in images or video).
	Supports a payment mechanism for certificate generation, managed by the software provider.
[bookmark: _Toc243989323][bookmark: _Toc240208140][bookmark: _Toc240209017][bookmark: _Toc240894895][bookmark: _Toc240969670][bookmark: _Toc241588934][bookmark: _Toc242348351]Structure of the Software Protocol
[bookmark: _Toc243989324]Requirements sections
	6. System architecture and integration
	Defines the operating model, architecture and integration requirements for accredited software, including interaction with the CSIRO platform and APIs. 

	7. Accreditation and software lifecycle
	Defines the requirements for obtaining and maintaining software accreditation, including assessment, updates, versioning, release, transition and reaccreditation.

	8. Assessment workflow, data capture and assisted technologies
	Defines requirements for assessment workflows, user interfaces, input transparency, AI and automated or assisted data-capture technologies. 

	9. Accuracy tolerances and testing
	Defines the accuracy tolerances and benchmark testing requirements used to verify software rating alignment and performance. 

	10. Outputs
	Defines requirements for rating results, certificate generation, customised rating displays and payment arrangements. 

	11. Quality assurance and monitoring
	Defines requirements for ongoing software monitoring and functionality supporting assessor auditing and quality assurance. 

	12. Security, privacy and access control
	Defines requirements for protecting systems and data through security, privacy, access controls, audit logging, data management and cybersecurity safeguards. 

	13. Training and user guidance/support
	Defines requirements for software-specific training, user guidance and technical support. 

	14. Legal and other compliance obligations
	Defines requirements relating to the Accreditation Deeds, consent management and use of NatHERS trademarks and branding. 


[bookmark: _Toc243989325]Obligations terminology
Shall: 		identifies a mandatory requirement 
Should: 	a recommended control or capability but is not strictly required.
May: 		the action is completely optional or left to the software provider’s discretion.
[bookmark: _Toc243989326]Verification and evidence
Verification and evidence requirements specify the information that software providers must be able to demonstrate or provide to support compliance with the Protocol. NatHERS may review some or all of this information during accreditation assessment or ongoing software monitoring, based on risk.
The inclusion of a verification or evidence requirement does not mean that NatHERS will assess that item during every accreditation or monitoring activity. Verification will be guided by the principles in Table 1, including whether requirements are appropriately designed, implemented, operating effectively and supported by suitable evidence.
Where a requirement cannot be fully met due to technical or business constraints, the software provider must:
a. identify and explain the constraint
b. describe the extent to which the requirement is not met and
c. describe any alternative controls or solutions implemented for consideration as part of the accreditation process.
Table 1: Suggested verification methods and evidence
	Verification method
	Purpose
	Typical evidence examples

	Document and record review
	Examines policies, procedures, governance documents, configurations, records and artefacts to verify controls are established and maintained.
	Policies, procedures, contractual document, architecture diagrams, logs, reports, training records, change records and corrective-action records, statements of compliance of how the requirement is/will be met.

	Demonstration
	Observes software functions, controls, integrations and workflows operating in a production or representative test environment.
	Demonstration environments, user accounts, test data, screenshots, recordings and demonstration scripts.

	Functional and technical testing
	Uses structured tests to verify software behaviour, workflows, integrations, security, access controls, data handling and system resilience. Includes functional, workflow, API, schema, access-control, security, export/restoration, negative/boundary and regression testing.
	Test plans, test cases, input data, expected and actual results, logs, screenshots, defect records and retest evidence.

	Benchmark and quantitative analysis
	Compares calculations, ratings, measurements, performance or outputs against prescribed benchmarks, tolerances and reference results.
	Benchmark files, rating outputs, comparison tables, calculations, variance analysis and statistical results.

	Field evaluation
	Assesses software and data-capture technologies under representative real-world operating conditions.
	Field test plans, ground-truth measurements, captured data, photographs, performance results and retest evidence.

	Independent assurance
	Relies on suitably qualified independent parties to verify specialist requirements.
	Accredited assessor.
If available: independent reviews, penetration tests, IRAP assessments, ISO/IEC 27001 certifications, SOC 2 reports and similar attestations.


[bookmark: _Toc243989327]Out of scope
a. New home desktop-based tools currently accredited under the SAP
b. UI tools that rely on assessors accessing the AE interface directly to complete or modify a rating file
c. Optional additional reporting or similar functionality that supports assessors in providing householders with customised energy upgrade guidance. 
d. Assessor qualifications, accreditation, professional conduct or training that is not specific to the operation of accredited software 
e. The detailed NatHERS assessment methodology, modelling rules or evidence requirements established in applicable technical notes, calculation methods and standardisation documents 
f. CSIRO API specifications, calculation-engine design, platform operation or certificate-service administration, except where the software must integrate with or comply with those services 
g. Assessor auditing policies and processes, except for software functionality required to support audit access, record retention, data export, traceability and monitoring 
h. Commercial arrangements or disputes between assessors, software providers, clients or other third parties 
i. Optional reporting, renovation planning, upgrade advice or other services that are additional to prescribed NatHERS rating and certificate outputs 
j. Non-NatHERS or non-approved software functionality, except where controls are required to segregate that functionality from accredited functions and prevent it from being represented as suitable for regulatory, compliance or disclosure purposes 
[bookmark: _Toc240208146][bookmark: _Toc240209023][bookmark: _Toc240894901][bookmark: _Toc240969676][bookmark: _Toc241588940][bookmark: _Toc242348359][bookmark: _Toc243989328]Definitions, acronyms and abbreviations
	Accreditation Deed
	The deed executed between the NatHERS Administrator and the Software Provider establish the framework by which the NatHERS Administrator Accredits the Software Provider’s Software Tool, and that the Software Provider and Software Tool will comply with the relevant Terms and Conditions, Accreditation Notice and Protocols.

	Approved settings
	Are the locked-down features / requirements specified throughout this document, that must be used to generate certificates.

	Assessment Data
	Any information, data, documents, images, photographs, videos, scans, plans, drawings, specifications, appliance invoices, evidence data, spatial data, notes, files, records, inputs, outputs or other material, whether or not comprised in or forming part of an Assessment File, Home Energy Rating Certificate or Rating Summary, that is collected, created, uploaded, entered, generated, processed, stored or made available in connection with a NatHERS for existing homes assessment or the use of a User Interface Tool, Certificate Portal, AccuRate Enterprise, or any third party tool, system or service relevant to a NatHERS for existing homes assessment.
The NatHERS Administrator can specify at its sole discretion the data fields and requirements of NatHERS Data. 

	Assessor
	Authorised user responsible for assessment inputs, evidence review and completion.  

	Auditor
	Authorised recipient with role-scoped access.

	Certificate(s)
	Two certificate formats:
The Home Energy Rating (NatHERS) Certificate for new homes and 
the Home Energy Rating Certificate for existing homes

	CSIRO platform
	All-encompassing term for the AccuRate Enterprise Engine, Chenath Engine and HStar portal.

	Data collector
	Authorised person who may collect information for assessor review.

	NatHERS Administrator
	Accreditation authority and issuer of program requirements.
NatHERS is administered by the Australian Government on behalf of all states and territories. The role of NatHERS Administrator is a function of the Australian Government Department of Climate Change, Energy, the Environment and Water (DCCEEW), or any subsequent Australian Government department that assumes responsibility for residential energy efficiency.

	NatHERS team
	Staff handling the operations and administration of the Scheme.

	[bookmark: Optimisation]Optimisation
	A software specific assessment time optimisation setting which is a software feature, simplification, automation, default, inference, calculation, or data-processing method implemented within the software that reduces data entry effort, improves efficiency, consistency, usability, or functionality. 
An optimisation may derive, infer, transform, pre-populate, or calculate assessment data, provided it maintains alignment with NatHERS requirements and does not cause rating results to diverge from the benchmark tool beyond the prescribed accuracy tolerances. 
Any optimisation that affects assessment data or rating outcomes must be identified, documented, tested, and approved in accordance with the User Interface Protocol.

	Software Accreditation Protocol (SAP)
	The current NatHERS accreditation framework for desk-top based (decentralised) new homes rating software, which specifies the requirements and processes that software providers must meet to obtain and maintain accreditation.

	Software
	Software may comprise both web browser and application components. Where both are provided, they must operate consistently and complement each other, without conflicting information, behaviour or instructions.

	Software provider
	Owner or authorised supplier of the accredited tool.

	Supply chain
	vendor, subcontractor or technology supplier supporting development, hosting, operation, data capture or storage.

	UIP
	User Interface Protocol for existing homes (version 20260828)
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This section defines requirements for the architecture, operating model and CSIRO integration, accreditation lifecycle, governance and change control of NatHERS-accredited software. It applies to assessor-facing workflows, approved and non-approved settings, CSIRO API integrations, and software providers seeking accreditation, reaccreditation or approval of software updates for new homes tools, existing homes tools or both.

	ID
	Specification requirement
	Cross-reference
	Suggested verification method
	Suggested evidence

	[bookmark: _Toc242348361][bookmark: _Toc243989330]Operating model 
	
	
	
	

	SYS-1 
	Exclusive interface for accredited assessments: the software shall provide the exclusive assessor-facing interface for all accredited assessment activities including data entry, modification, and rating and certificate generation. 
Software may comprise both web browser and application components. Where both are provided, they must operate consistently and complement each other, without conflicting information, behaviour or instructions.
Assessors shall not be required to access the AccuRate Enterprise user interface to perform any accredited assessment function.
	Section 7 - Assessment workflow, data capture and assisted technologies
	--
	--

	SYS-2 [bookmark: _Ref242258808]
	CSIRO platform: the software shall use the CSIRO platform (AccuRate Enterprise engine for new homes and/or AccuRate Enterprise engine for existing homes, Chenath engine and HStar portal) and integration architecture to generate ratings and certificates.
	Section 5.2 - CSIRO APIs
	Functional and technical testing
	Observed workflow using representative accounts and test data; test cases with expected and actual results; 

	SYS-3 
	Approved settings: are the locked-down features / requirements specified throughout this document, that must be used to generate certificates.
Non-approved settings mode: any settings, features, configurations or functionality that fall outside the Approved Settings specified in this document and are not permitted for use in generating official ratings or certificates.
This mode is permitted, however it shall:
a. be functionally and visually segregated from the approved settings mode 
b. not generate, issue or export a Certificate nor be represented as suitable for use in any regulatory, compliance or disclosure setting. 
	--
	SYS-002
	

	[bookmark: _Toc241588942][bookmark: _Ref241666929][bookmark: _Ref241666940][bookmark: _Ref242252982][bookmark: _Ref242252985][bookmark: _Toc242348362][bookmark: _Toc243989331][bookmark: _Ref244009494][bookmark: _Ref244080422]CSIRO APIs
	
	
	
	

	SYS-4 
	Data exchanged with the CSIRO platform shall conform to required structures, data types, units, constraints and validation rules.
	AccuRate Enterprise Schema – CSIRO
	--
	--

	SYS-5 
	CSIRO APIs shall be used as provided without any customisations or modifications for the software.
	--
	SYS-002
	

	SYS-6 
	The software shall only transmit data expressly required by the approved CSIRO schema and exclude evidence files, plans, photographs and personal information which must be stored by the software. 
	--
	SYS-002
	

	SYS-7 
	The software shall process and display CSIRO validation errors, warnings and incomplete-data notifications.
	--
	SYS-002
	

	SYS-8 
	All assessment-data changes shall be made through the software and resubmitted through the CSIRO API.
	--
	SYS-002
	

	SYS-9 
	The software shall receive and display thermal star rating and Home Energy Rating results returned by CSIRO to the user.
	Section 9.1 Rating results 
	SYS-002
	

	SYS-10 
	The software shall retrieve certificates from the CSIRO platform subject to authentication and payment confirmation or available credits.
	Section 9.2 Certificates
	Functional and technical testing
	Certificate generation based on user


[bookmark: _Toc242348363][bookmark: _Toc243989332]Accreditation and software lifecycle (GOV)
This section defines requirements governing the accreditation lifecycle and change control of NatHERS-accredited software. It covers applicant readiness, expressions of interest, accreditation assessment and decisions, software updates, versioning, release and transition arrangements, and reaccreditation for software providers seeking or maintaining accreditation for new homes tools, existing homes tools or both.
	ID
	Specification requirement
	Cross-reference
	Suggested verification method
	Suggested evidence

	[bookmark: _Toc240894907][bookmark: _Toc240969681][bookmark: _Toc241588943][bookmark: _Toc242348364][bookmark: _Toc243989333]Pre-application readiness
	
	
	
	

	GOV-1 
	EOI preparation: before submitting an Expression of Interest (EOI), the software provider shall:
a. review this Protocol, applicable referenced documents and any additional accreditation material specified by the NatHERS team
b. assess their readiness to develop, test (including engaging accredited assessors to undertake fit for purpose testing), support and maintain software that complies with the proposed accreditation scope.
	Software Protocol Appendices - Accreditation readiness and testing requirements [link]
	--
	--

	GOV-2 
	CSIRO: the software provider shall sign the CSIRO licence agreement to obtain access to the CSIRO technical specifications, software components, schemas, documentation and other technical resources required for accreditation.
	Section 5.2 CSIRO APIs
	--
	--

	GOV-3 
	Costs: the software provider shall bear its costs of preparing, testing and submitting accreditation or reaccreditation material, including the cost of independent testing or verification by accredited assessors.
	ID SEC-029

	--
	--

	[bookmark: _Toc240894908][bookmark: _Toc240969682][bookmark: _Toc241588944][bookmark: _Toc242348365][bookmark: _Toc243989334]Expression of Interest
	
	
	
	

	GOV-4 
	First time applicant: a first-time software provider shall submit a complete EOI for each tool (new homes and / or existing homes) for which accreditation is sought.
	EOI form 
	Document and record review
	Completed EOI

	GOV-5 
	Clarifications: the software provider shall provide any clarification or additional information reasonably requested by the NatHERS team during review of the EOI.
	--
	--
	--

	GOV-6 
	Approval: the NatHERS team shall record the outcome of its EOI review and advise the software provider in writing whether the proposed tool may proceed to accreditation assessment.
	--
	Document and record review
	Written confirmation provided by NatHERS team.

	GOV-7 
	Confirm requirements: where the proposed tool may proceed, the NatHERS team shall provide or identify the applicable accreditation requirements, submission checklist, test materials and submission instructions.
	Software Protocol Appendices – Accreditation readiness and testing requirements, Submission checklist
	Document and record review

	Defined requirements specified in submission checklist

	[bookmark: _Toc240894910][bookmark: _Toc240969684][bookmark: _Toc241588946][bookmark: _Ref241743365][bookmark: _Ref241743369][bookmark: _Toc242348366][bookmark: _Toc243989335]Accreditation assessment
	
	
	
	

	GOV-8 
	Assessment readiness: the software provider shall submit software and supporting material that is functional, sufficiently mature, independently tested, and ready for assessment in accordance with the accreditation submission requirements.
At the time of submission, the software and supporting material shall comply with all requirements applicable to the accreditation scope, including all referenced controlled documents and any approved scope-specific conditions.
The software shall be sufficiently developed to enable an accredited assessor to complete an assessment in accordance with the NatHERS Technical Note in a repeatable manner and within industry-standard assessment timeframes.
The software provider shall provide written confirmation that the software and supporting material are assessment-ready and comply with all applicable accreditation requirements.
The NatHERS Administrator is responsible for assessing compliance with re/accreditation requirements and is not responsible for software development, debugging, troubleshooting, or technical development support.
	Software Protocol Appendices - Accreditation readiness and testing requirements
	Document and record review
Independent assurance
	Statement of compliance

	GOV-9 
	Submission: the software provider shall:
a.	submit the documents, assessment files, test results, completed checklists, cybersecurity and privacy evidence and other material specified by the NatHERS team for the applicable accreditation or reaccreditation assessment
b.	provide authorised access to the software, representative test environments, and secure download locations required for assessment, and shall submit assessment material using the uip@nathers.gov.au address or secure transfer mechanism specified by the NatHERS Administrator, unless another secure method is agreed in advance
c.	support NatHERS and automated access to the software or representative test environment as required to allow the NatHERS team to undertake automated unit testing. 
	Software Protocol Appendices - Submission checklist
	Document and record review
	Benchmark documents
Statement of compliance
Access to updated software

	GOV-10 [bookmark: _Ref242254348]
	Assessment activities: the NatHERS team will undertake assessment activities, guided by the applicable assessment framework and the verification methods and evidence requirements specified in this document to determine whether the software and software provider meet the re/accreditation requirements. 
Assessment activities may include any activity the NatHERS team deems necessary to confirm the software suitability. This would typically include benchmark accuracy testing, cybersecurity and privacy evidence review, field testing of data collection workflows, training material review and workflow clarification requests.
	Requirements throughout this Protocol
Software Protocol Appendices
	Document and record review
Demonstration
Functional and technical testing
Benchmark and quantitative analysis
Field evaluation
Independent assurance
	All material itemised in the submission checklist

	GOV-11 
	Assessment cooperation: the software provider shall participate in the assessment process and provide any clarification, correction, resubmission, additional evidence, additional testing or independent verification reasonably requested to demonstrate compliance or resolve material uncertainties.
	--
	GOV-010
	

	GOV-12 
	Assessment findings and closure: the NatHERS team shall record and track identified non-compliances, requests for clarification and corrective actions until closure, acceptance of residual risk or an accreditation decision.
	--
	--
	--

	[bookmark: _Toc240894911][bookmark: _Toc240969685][bookmark: _Toc241588947][bookmark: _Toc242348367][bookmark: _Toc243989336]Accreditation decision and commencement
	
	
	
	

	GOV-13 
	Decision: the NatHERS Administrator may grant re/accreditation only when satisfied that the software and software provider meet the requirements of this Protocol and any applicable governance, delegation and decision-making arrangement. 
Separate decisions shall be made for new home rating software and existing home rating software.
	Requirements throughout this Protocol
	--
	--

	GOV-14 
	Committee notification/approval: the NatHERS Administrator shall notify the NatHERS Steering Committee of the assessment outcome before granting re/accreditation. 
Where proposed special conditions require committee approval, re/accreditation or reaccreditation shall not be granted until that approval has been obtained. 
Separate notifications/approvals shall be made for new home rating software and existing home rating software.
	--
	--
	--

	GOV-15 
	Decision: the re/accreditation decision shall identify the accredited software name, software provider, accredited version, effective date, accreditation period, and any limitations or special conditions (for example, whether the tool is suitable for use by NatHERS accredited data collectors, or only accredited assessors).
	--
	Document and record review
	Accreditation Deed

	GOV-16 
	Re/accreditation refusal: where accreditation or reaccreditation is refused, the NatHERS Administrator shall provide the software provider with written notice of the decision and the principal grounds for refusal.
	--
	Document and record review
	

	GOV-17 
	Documentation: where approval is granted, the NatHERS Administrator shall issue a re/accreditation Deed and Terms and Conditions.
Separate deeds and terms and conditions are made for new home rating software and existing home rating software.
	Accreditation Terms and Conditions
Section 13 - Legal and other compliance obligations (LEG)
	Document and record review
	--

	GOV-18 
	Execution: the software provider shall execute the re/accreditation Deed and accept all applicable terms and special conditions.
	Section 13 - Legal and other compliance obligations (LEG)
	Document and record review 
	--

	GOV-19 
	Effective date: re/accreditation commencement shall not take effect until the required re/accreditation documentation has been executed by all required parties and any stated pre-commencement conditions have been satisfied.
	ID GOV-031
	Document and record review 
	--

	[bookmark: _Toc240894912][bookmark: _Toc240969686][bookmark: _Toc241588948][bookmark: _Ref241594213][bookmark: _Ref241594219][bookmark: _Toc242348368][bookmark: _Toc243989337][bookmark: _Ref244241801]Software updates and change control
	
	
	
	

	GOV-20 [bookmark: _Ref242256726]
	Mandatory software updates: the software provider shall implement mandatory CSIRO or NatHERS software changes within the period specified by the CSIRO AccuRate Enterprise API licence agreement (generally 60 days) or as agreed in writing with the NatHERS team. 
	Software Protocol Appendices - CSIRO software updates
	Document and record review
	Request for update form from software provider

	GOV-21 
	Provider-initiated software updates: before releasing a provider-initiated change, the software provider shall notify the NatHERS team and submit the information and evidence specified in the approved update request form. 
An update request shall describe the proposed change, reason, affected components, rating impact, security and privacy impact, implementation method, dependencies, test results, proposed release timing, transition arrangements, training impacts and user communications.
	Software Protocol Appendices - Update request form, General update review procedures 
	Document and record review
	--

	GOV-22 
	Impact analysis: the software provider shall refer a proposed material change to the NatHERS team before implementation where it affects software architecture, hosting, data architecture, CSIRO integration, APIs, portals, calculation behaviour, security posture, privacy controls, artificial intelligence or automated data capture.
	Software Protocol Appendices – General Update form, General update review procedures
	Document and record review
	--

	GOV-23 
	Update assessment and classification: the NatHERS Administrator shall assess a provider-initiated update request against this Protocol and applicable external governance requirements and determine whether the change may proceed as a general update, requires additional assurance testing, or triggers reaccreditation.
	Software Protocol Appendices – General update review procedures
	Document and record review
	--

	GOV-24 
	Software update impact analysis: before releasing a change, the software provider shall assess its effect on software compatibility, data exchange, rating accuracy, user workflows, security, documentation and existing assessment records.
	Section 8 - Accuracy tolerances and testing (ACC)
	Document and record review
	

	GOV-25 
	Submission: where required by the NatHERS team, the software provider shall provide a complete operational beta or review version and representative test data before commercial release.
	Section 8 - Accuracy tolerances and testing (ACC)
Software Protocol Appendices – General update review procedures
	Document and record review
	

	GOV-26 
	Compliance statement: the software provider shall provide written confirmation and demonstrate that the update complies with all requirements affected by the change and does not cause rating outcomes to exceed applicable accreditation tolerances.
	Section 8 - Accuracy tolerances and testing (ACC)
Software Protocol Appendices – General Update form, General update review procedures
	Document and record review
	--

	GOV-27 
	Urgent security patches (exception process): these should be implemented before completion of the ordinary update review only where an approved emergency change process applies and the provider promptly supplies the required notification, impact assessment, test evidence and release record.
	Section 11.8 - Patches
	Document and record review
	Change records and corrective-action records

	[bookmark: _Toc240894913][bookmark: _Toc240969687][bookmark: _Toc241588949][bookmark: _Toc242348369][bookmark: _Toc243989338]Versioning, release and transition
	
	
	
	

	GOV-28 
	Software version: each accredited, reaccredited or updated software release shall have a unique version identifier that distinguishes it from every previous release. The version identifier shall distinguish major, minor and patch releases.
	--
	Document and record review
	Change log

	GOV-29 
	AccuRate Enterprise version compatibility: each software release shall identify in the change log the corresponding CSIRO platform, calculation-engine, schema and any other CSIRO controlled component versions required for compatible operation.
	--
	Document and record review
	Change log

	GOV-30 
	Change log: the software provider shall maintain a publicly available change log for every release that identifies the version, release date, change classification, affected components, material changes, defects corrected, rating impacts, required migration actions and NatHERS approval reference.
	--
	Document and record review
	Change log

	GOV-31 [bookmark: _Ref244159198]
	Release arrangements: The software provider shall not release or provide access to an accredited, reaccredited or updated version until the software provider and NatHERS Administrator have agreed the release date and applicable transition arrangements, including user and stakeholder communications, publication activities, the transition period, supported versions, and any restrictions on commencing or completing ratings in earlier versions.
	--
	Document and record review
	Statement of compliance

	GOV-32 
	NatHERS communications: the NatHERS team shall update applicable public records to identify the approved software name, provider, version, accreditation status, effective date and any material limitations or transition conditions.
	--
	Document and record review
	Statement of compliance

	GOV-33 
	Superseded software versions: the software provider shall disable or restrict use of a superseded version within the period specified by the NatHERS Administrator and in accordance with approved transition rules.
	--
	Document and record review
	Statement of compliance

	GOV-34 
	New rating restrictions: A superseded version shall not be used to commence a new rating unless its use is expressly permitted under an approved transition arrangement or authorised exception.
	--
	Document and record review
	Statement of compliance

	GOV-35 
	The software provider shall retain the software, configuration information, technical records and dependencies necessary to investigate a rating created using an earlier accredited version for the required retention period.
	--
	Document and record review
	Statement of compliance

	GOV-36 
	Two-tier storage strategy: the software provider shall maintain a two-tier storage strategy for assessment records and artifacts, based on age from latest certificate generation and required retrieval timeframes.
Tiered availability requirement:
a. 12 months (hot storage): All artifacts must be available instantly (< 5 seconds) via the live user dashboard. 
b. 13 months to 7 years:
· Human-readable assets (e.g. pdf files): must remain in hot or warm storage and be available instantly or within 5 minutes.
· Executable assets (native project files): may be condensed, zipped, and placed into cold storage. The Service Provider is granted a maximum retrieval window of 5 business days to extract and deliver these files upon a formal request.
	ID QAM-011
	Document and record review
	Statement of compliance

	GOV-37 
	Where a record cannot be processed by the current software version without conversion, the provider shall preserve the original record and maintain a documented, controlled and auditable method for accessing or converting it.
	
	Document and record review
	Statement of compliance

	[bookmark: _Toc242348370][bookmark: _Toc243989339]Reaccreditation
	
	
	
	

	GOV-38 
	Accreditation renewal: reaccreditation shall occur every 3 years to renew the Accreditation Deed. Unless additional assessment is required, reaccreditation shall not require further testing or review.
	--
	Document and record review

	Executed deed

	GOV-39 
	Reaccreditation triggers: the NatHERS Administrator may require reaccreditation where a change, compliance issue, or identified risk cannot be adequately managed through general updates, monitoring, or corrective actions. 
Reaccreditation triggers are detailed in the Terms and Conditions. Broadly reaccreditation may be required where changes, breaches, unapproved or overdue updates, stakeholder feedback, rating inaccuracies, misleading customised information, or monitoring findings indicate material misalignment, non-compliance, or systemic software performance risks.
	Section 10.1 - Software monitoring
Terms and Conditions 
	--
	--

	GOV-40 
	Notice and confirmation: the NatHERS Administrator shall notify the software provider in writing when reaccreditation is required, including the reason, scope, applicable requirements and required completion date. 
The NatHERS Administrator will typically provide 90 days of notice for a re-accreditation however urgent or serious concerns may trigger the need for immediate re-accreditation checks. 
Before commencing reaccreditation, the software provider shall engage with the NatHERS team to confirm the assessment scope, applicable changes, test materials, evidence requirements and release arrangements.
	--
	Document and record review
	Notification /confirmation 




[bookmark: _Toc238798206][bookmark: _Ref238827692][bookmark: _Ref238827699][bookmark: _Toc240208156][bookmark: _Toc240209034][bookmark: _Toc240894914][bookmark: _Toc240969688][bookmark: _Toc241588950][bookmark: _Ref242188578][bookmark: _Ref242188592][bookmark: _Toc242348371][bookmark: _Toc243989340]Assessment workflow, data capture and assisted technologies (INT)
This section specifies requirements for assessment workflows, user interface design, assessment data capture, input source transparency, artificial intelligence and assisted data-capture technologies. It applies to accredited software functions used to create, review, complete, rate, certify or reassess NatHERS assessments for new homes, existing homes, or both.
	ID
	Specification requirement
	Cross-reference
	Suggested verification method
	Suggested evidence

	[bookmark: _Toc240208157][bookmark: _Toc240209035][bookmark: _Toc240894915][bookmark: _Toc240969689][bookmark: _Toc241588951][bookmark: _Ref241743536][bookmark: _Ref241743541][bookmark: _Toc242348372][bookmark: _Toc243989341]User interface design
	
	
	
	

	INT-1 	
	Design principle: the software shall provide complete end-to-end workflows for assessment creation, review, completion, reassessment, rating result delivery and certificate generation. The workflows shall enable accurate, reliable and cost-effective assessments by reducing unnecessary user effort, duplicate data entry and avoidable processing delays. Workflow efficiency and usability shall be comparable to, or better than, current industry standards.
	--
	--
	 --

	INT-2 
	Design principle: the software shall support offline data collection to support deployment and operation within regional or remote operating conditions.
	--
	Demonstration
Functional and technical testing
	Observed operation in representative environments 

	INT-3 
	Guidance: the software shall provide contextual guidance when information or action is required.
	Section 12 - Training and user guidance/support 
	Demonstration
	 --

	INT-4 
	Constructions, appliances and systems: the software shall include the complete approved lists of thermal features, appliances and systems applicable to its accredited scope, as outlined in the relevant Technical Note, Whole of Home National Calculations Method and Software Standardisation and Specification Document 
	Existing Homes Thermal Standardisation 
WoH calculation Method
	Document and record review
	Observed operation in representative environments 

	INT-5 
	Postcodes/climate zones: the software shall capture and retain justification to using alternative postcode and climate-zones and restrict alternatives to those authorised for the postcode.
	Postcode climate zone list
	--
	--

	INT-6 
	Assessment evidence: the software shall support the upload, association and retention of evidence documents and images required by the applicable Technical Note and shall ensure that evidence is strongly linked to the assessment input, modelled feature or justification it substantiates.
	Software Protocol Appendices - Accreditation readiness and testing requirements
	Demonstration
Functional and technical testing

	Observed operation Uploading and saving documents and images; exported records showing persistent links between each evidence. 

	[bookmark: _Toc240208158][bookmark: _Toc240209036][bookmark: _Toc240894916][bookmark: _Toc240969690][bookmark: _Toc241588952][bookmark: _Toc242348373][bookmark: _Toc243989342]Input source transparency
	
	
	
	

	INT-7 
	Assessor/data collector collected information required by a Technical Note shall not be replaced by an optimisation or derived value.
	--
	Document review
Functional test
	Statement of compliance


	INT-8 
	Optimisation and default value transparency: where a prescribed optimisation or default is used, the UI shall record and report its use for assessment, audit and certificate reporting.

	
	Document and record review
Functional and technical testing

	Representative assessments showing prescribed optimisations and defaults being applied, identified to users, recorded in assessment and audit records, and accurately reported in applicable certificate outputs; supporting test cases, screenshots, exports, logs, configuration records and traceability to approved specifications.

	INT-9 
	The software shall distinguish between data entered by an accredited assessor and accredited data collector and values from imported, calculated, inferred, automated, defaulted and AI-assisted values.
	
	Functional and technical testing
	

	INT-10 
	The software shall not expose settings, configurations or defaults that conflict with NatHERS requirements or enable manipulation of assessment outcomes.
	
	Functional and technical testing
	

	[bookmark: _Toc243989343]AI
	
	
	
	

	INT-11 
	Policy compliance: where AI-enabled functionality is implemented, the software provider shall comply with applicable Australian Government AI policies, principles and guidance, including any requirements specified by the NatHERS Administrator.

	https://www.digital.gov.au/ai/ai-in-government-policy
Policy for responsible use of AI in government
Australia’s AI ethics principles
APS AI plan
	--
	--

	INT-12 
	Documentation and user guidance: the software provider shall maintain current documentation, guidance and training materials for AI-enabled functionality, including its purpose, intended use, limitations, assumptions, confidence indicators, review requirements and user responsibilities.
	Section 12.1 Training
	Document review
Demonstration

	Training materials, help content, release notes, version and review records addressing the purpose, intended use, limitations, assumptions, confidence indicators, review requirements and user responsibilities for each AI-enabled function. 

	INT-13 
	Human review and control: the software shall require assessor review of all AI-assisted inputs and outputs that may affect assessment, rating or certification outcomes before those inputs or outputs can be used for certificate generation. 
The software shall enable the accredited assessor and accredited data collector to accept, reject, modify or override AI-assisted inputs and outputs.
	--
	Demonstration

	Demonstration of users accessing this information at relevant workflow points and being prompted to review or confirm AI-assisted outputs.

	INT-14 
	Audit logging: the software shall record and retain audit logs of all review actions relating to AI-assisted inputs and outputs, including acceptance, rejection, modification and override actions.
	Section 11.4 Audit logs
	Demonstration
	Audit log

	INT-15 
	Incident notification and remediation: the software provider shall notify the NatHERS Administrator (admin@nathers.gov.au and uip@nathers.gov.au) of any AI-related error, malfunction or defect that may affect assessment outcomes, certification, auditability, compliance or user decision-making, and shall support investigation, impact assessment, remediation and corrective action.

	Section 11.9 Incident
	Document and record review
	Statement of compliance

	[bookmark: _Toc243989344]Data capture technologies
	
	
	
	

	INT-16 
	Purpose: the software provider shall ensure that any automated or assisted data-capture technology used to generate inputs for a NatHERS assessment is fit for purpose and capable of producing sufficiently accurate, repeatable, and verifiable assessment data and support assessment delivery consistent with contemporary industry practice.
	Software Protocol Appendices – Accreditation readiness and testing requirements
	--
	--

	INT-17 
	Documentation: the software provider shall maintain documentation for each automated or assisted data-capture technology, including: 
a. the technology and equipment used
b. manufacturer and model details
c. data-capture and processing methods
d. assessment inputs generated by the technology
e. testing methodology and
f. evidence demonstrating compliance with applicable accuracy requirements.
	Software Protocol Appendices – Accreditation readiness and testing requirements
	Document and record review
	

	INT-18 
	Demonstration and access: the software provider shall, upon request, provide the NatHERS Administrator with: 
a) a demonstration of the technology and
b) access to any software, hardware, services, or integrations required to independently test and verify the technology.
	--
	Demonstration
Field test (EH software only)
	

	INT-19 
	Traceability: the software shall identify the source, derivation method, or capture method for each value automatically generated, inferred, or captured by the technology.
	--
	Document and record review
	Demonstration

	INT-20 
	Floorplan generation: where a technology generates or assembles a floorplan from scans, images, measurements or other inputs, it shall produce a substantially complete, editable floorplan suitable for assessment. The technology shall minimise post-generation rework, for example, by automatically detecting and connecting relevant building elements where possible. Any missing, uncertain or incomplete elements shall be clearly identified for user validation before the assessment is finalised.
	Software Protocol Appendices – Accreditation readiness and testing requirements
	Functional and technical testing
	Field test – floorplan 


[bookmark: _Toc238798210]
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This section specifies requirements for accuracy tolerances, validation, benchmark testing and optimisation controls for accredited software. It applies to benchmark testing, software updates, reaccreditation, optimisations, simplified settings and other changes that may affect rating alignment. Alignment is important because it provides a consistent baseline against which all tolerances can be measured and assessed.
	ID
	Specification requirement
	Cross-reference
	Verification method
	Suggested evidence

	[bookmark: _Toc243989346]Accuracy tolerances
	
	
	
	

	ACC-1 
	Accuracy principles: data input technologies should produce assessment information that is:
a. accurate and fit for purpose
b. tested and repeatable
c. transparent and traceable to its source or derivation
d. reviewable, verifiable and correctable by the user  
e. auditable, with uncertain or unreliable outputs clearly identified for review.
	Software Protocol Appendices – Accreditation readiness and testing requirements
	Document and record review
	Documented testing by accredited assessors provided by UI developer.

	ACC-2 
	Prescribed rating tolerances: the software shall produce benchmark rating results for further testing by NatHERS according to the terms of the CSIRO AccuRate API Licence Agreement. These must be within the prescribed accuracy tolerances. 

	Software Protocol Appendices – Accuracy rating accuracy tolerances
	Benchmark and quantitative analysis
	Complete and valid benchmark assessment files and rating results for each prescribed benchmark dwelling and scenario

	ACC-3 
	Accuracy following change: the software provider shall verify and demonstrate continued compliance with the accreditation rating accuracy tolerances. Whenever a software update, optimisation, calculation engine change, simplified input pathway or other modification may affect rating outcomes.
	Software Protocol Appendices – Accuracy rating accuracy tolerances
	
	

	[bookmark: _Toc243989347]Benchmark testing
	
	
	
	

	ACC-4 	
	Benchmark coverage: the software shall support all benchmark dwellings, climates, and appliance and system scenarios prescribed by the NatHERS Administrator. Contact NatHERS Administrator at UIP@nathers.gov.au to confirm the latest version of the benchmark documentation.
	Software Protocol Appendices – Benchmark dwellings and scenarios
	---
	-

	ACC-5 [bookmark: _Toc241588958]
	Benchmark inputs and outputs: for each prescribed benchmark dwelling and scenario, the software shall generate a complete, valid and reproducible assessment file that accurately implements all benchmark inputs and specifications provided by the NatHERS Administrator, including dwelling characteristics, climate settings, appliance and system configurations within acceptable tolerances. 
This will include the ability for the NatHERS Administrator to export the rating file to support accreditation checks. 
	Software Protocol Appendices – Benchmark dwellings and scenarios
	Benchmark and quantitative analysis including blind testing
	

	ACC-6 	
	Optimisations (excluding scanning technology): the software provider shall: 
a. identify any optimisations as part of their accreditation application 
b. provide details of the method the UI uses to calculate those optimisations 
c. provide the testing that has been undertaken to satisfy the UI provider that their optimisations are accurate to within tolerances.
At a minimum, the UI must: 
a. be able to export all required data fields to AE (existing homes)
b. receive user inputs (and not optimisations) for all data specified in the Technical Note as needing to be collected by the assessor.
	Software Protocol Appendices – Accreditation readiness and testing requirements
	Document and record review
	Documented optimisation method and assumptions
Rating test results


 


[bookmark: _Ref240006617][bookmark: _Toc240208166][bookmark: _Toc240209044][bookmark: _Toc240894924][bookmark: _Toc240969698][bookmark: _Toc241588959][bookmark: _Toc242348379][bookmark: _Toc243989348]Outputs (OUT)
This section specifies requirements for NatHERS outputs, including rating results, certificate generation and customised rating displays. It applies to regulatory certificates and non-regulatory rating information produced or displayed by accredited software.
	ID
	Specification requirement
	Cross-reference
	Suggested verification method
	Suggested evidence

	[bookmark: _Toc243989349][bookmark: _Ref244080482][bookmark: _Ref244080486]Rating results
	
	
	
	

	OUT-1 
	The UI shall receive and display rating results generated by the CSIRO platform.
	--
	Demonstration
Functional and technical testing
	System outputs, screenshots

	OUT-2 
	Authorised users shall be able to review rating results and correct the assessment before certificate generation.
	--
	Functional and technical testing
	Demonstration and test results covering review, correction and unauthorised access

	[bookmark: _Toc243989350][bookmark: _Ref244080524][bookmark: _Ref244080528]Certificates
	
	
	
	

	OUT-3 
	The software shall restrict certificate generation functionality to accredited assessors. Where the software is accredited for use by NatHERS accredited data collectors, data collectors shall not be permitted to generate certificates.
	--
	Functional and technical testing
	Certificate generation based on user 

	OUT-4 
	NatHERS certificate formats: there are 2 approved certificate formats:
a. Home Energy Rating (NatHERS) for new homes
b. Home Energy Rating – existing homes (includes generic upgrade advice if the assessor applies standardised constructions in the rating)
	New homes certificate
Existing homes certificate
	--
	--

	OUT-5 
	Certificates for regulatory use: only certificate generated through the CSIRO platform shall be represented as suitable for regulatory use. 
	--
	Document and record review
	Statement of compliance 

	OUT-6 
	Mandatory workflow confirmations (tick boxes) must be completed to enable certificate generation and may only be completed by an accredited assessor and include:
	Text
	Stream

	I have read and understood, and have complied with, the End User License Agreement (EULA) governing the use of this software
	New and existing homes

	I confirm that I have reviewed all AI-generated inputs and other automatically loaded information used in the assessment and have verified or corrected the information as necessary before completing the assessment.
	New and existing homes

	I acknowledge that information relating to this assessment may be provided to CSIRO, the NatHERS Administrator, the applicable Assessor Accrediting Organisation and other authorised NatHERS stakeholders for quality assurance, compliance, investigation and audit purposes, in accordance with the software user terms or EULA.
	New and existing homes

	I confirm that I have informed the client about the personal and assessment information collected, the authorised disclosures of that information, and the potential for authorised entities to contact the client in relation to quality assurance, investigation or audit findings, 
	New and existing homes



	I confirm that I have obtained consent from the client through receiving a fully completed Consent Form (as specified by the National Administrator).
	Existing homes only

	I confirm that I adhered to the NatHERS Technical Note when completing this rating for NatHERS Purposes as required by the EULA
	New and existing homes

	I am aware that separate heating and cooling load limits may apply to this assessment to achieve compliance with the ABCB Standard: NatHERS heating and cooling load limits for details.
	New homes only



	Software Protocol Appendices – Accreditation readiness and testing requirements
	Functional and technical testing
	Unauthorised users cannot execute workflow confirmations

	OUT-7 
	The certificate workflow shall verify user authentication and payment confirmation before the certificate is generated.
	--
	Document and record review
	Statement of compliance

	[bookmark: _Toc243989351]Customised rating display
	
	
	
	

	OUT-8 
	Customised views: the system may generate or present customised views of rating information (e.g. dashboard summary) to support interpretation and communication. These views are for information purposes only and must not be used for NatHERS regulatory reporting. Customised rating information shall be clearly identified as non-regulatory and shall not be represented as a Home Energy Rating Certificate.
	--
	Demonstration
Functional and technical testing
	Representative customised view; non-regulatory labelling and prevention of certificate-like representation

	OUT-9 [bookmark: _Ref242025872]
	Customised upgrade guidance: The upgrade guidance specification provides a standardised set of certificate-based upgrade recommendations that are generated as part of the NatHERS assessment and reporting process. However, any additional upgrade advice, renovation planning, prioritisation pathways or customised recommendations developed by a software provider or assessor should be clearly separated from NatHERS regulatory outputs and presented as an independent advisory service that is not part of, or endorsed by, the NatHERS rating, certificate or regulatory reporting framework.
	Home Energy Rating for existing homes - Upgrade guidance specification and settings 
	Document and record review; demonstration, functional and technical testing.

	Upgrade-guidance, test results confirming separation and required disclosures.

	[bookmark: _Toc243989352]Payment model
	
	
	
	

	OUT-10 
	The software provider shall levy, process and manage end-user payments and shall comply with applicable privacy and security requirements.
	--
	--
	--


 
[bookmark: _Toc238798218][bookmark: _Toc240208169][bookmark: _Toc240209047][bookmark: _Toc240894927][bookmark: _Toc240969701][bookmark: _Toc241588963][bookmark: _Ref242188830][bookmark: _Toc242348384][bookmark: _Ref243646138][bookmark: _Ref243646143][bookmark: _Toc243989353]Quality assurance and monitoring (QAM)
The requirements in this section support the Existing Homes Assurance Strategy by ensuring accredited software remains compliant, reliable, secure and auditable throughout its lifecycle. They cover software monitoring, assessor auditing, record retention, data management and corrective actions, enabling the NatHERS Administrator to identify, investigate and address risks, errors, non-compliance and other issues that may affect the integrity of Home Energy Ratings. These requirements apply on an ongoing basis following accreditation and should be read in conjunction with accreditation conditions, relevant Technical Notes and any monitoring or audit activities conducted by the NatHERS Administrator.
	ID
	Specification requirement
	Cross-reference
	Suggested verification method
	Suggested evidence

	QAM-1 
	Existing Homes Assurance Strategy: The Existing Homes Assurance Strategy outlines the NatHERS Administrator’s approach to managing the risk of error, non-compliance, fraud, and other misconduct in the delivery of Home Energy Ratings.
	Assurance Strategy
	--
	--

	QAM-2 
	Software monitoring program development: A software monitoring program is proposed for development and implementation from 2027–28. The requirements set out in this section are an interim measure. Ongoing, risk-based assurance that accredited software complies with applicable requirements and continues to produce accurate, secure, auditable and reliable rating outcomes. Monitoring activities will identify, assess and address emerging, material and systemic risks. 
	--
	--
	--

	[bookmark: _Ref243646910][bookmark: _Toc243989354]Software monitoring
	
	
	
	

	QAM-3 
	Self-monitoring: software providers shall maintain effective self-monitoring arrangements to identify, assess and address risks that may affect compliance with the Software Protocol and the Accreditation Deed. 
Early and transparent self-reporting of material issues, defects, security vulnerabilities or rating inaccuracies is required and will be considered by the NatHERS Administrator when determining monitoring outcomes and future monitoring arrangements.
	--
	Document and record review

	Self-monitoring procedure; incident-management procedure

	QAM-4 
	Self-monitoring regular report: the software provider shall submit a software monitoring report to coincide with scheduled (2-3 per year) CSIRO updates to the NatHERS Administrator and at least every six months, or at another frequency specified by the NatHERS Administrator.
The regular monitoring report shall include, at a minimum:
	Item/Feature
	Suggested evidence

	Information on software releases and implemented updates
	Software change log 

	Rating alignment testing 
	Rerun benchmark accreditation files to confirm results alignment

	Security matters/incidents
	Audit log

	Helpdesk trends
	Metrics, e.g. ticket volumes, ticket category/type, response speed & timeliness, customer feedback, 

	Software training
	No. of events and participants

	Alignment with Technical Note
	Statement of compliance including suitable evidence

	Unresolved actions and actions still in progress
	Statement for non-resolution and report on any action still in progress

	Software concerns
	Statement for feedback to the NatHERS Administrator


The analysis of each item should include an assessment, identified risks, proposed corrective actions, responsible parties and expected remediation timeframes.
	--
	Document and record review

	Statement of compliance

	QAM-5 	
	NatHERS initiated monitoring: the NatHERS Administrator may undertake additional monitoring based on:
a. Software provider’s regular report
b. AASP feedback
c. assessor and assessor auditor feedback 
d. AI and automated functionality, source transparency, human review, overrides, traceability, accuracy evidence, incident handling and version changes
e. review of security, patching and availability information
f. alignment with the relevant Technical Note
g. any other requirements identified by NatHERS Administrator. 
Monitoring intensity/frequency may vary, with the intention of enhanced monitoring following initial accreditation or major events.
	--
	--
	--

	QAM-6 
	Supporting NatHERS initiated monitoring: software providers shall:
a. support NatHERS software monitoring activities by providing timely access to the accredited software, relevant environments, records, audit logs, assessment files, outputs, technical personnel and other evidence reasonably required by the NatHERS Administrator to verify ongoing compliance
b. assist with issue investigation, testing, demonstrations, data export, root-cause analysis and corrective action, and shall implement any agreed remediation, communication or transition activities within required timeframes.
	--
	Document and record review
	Statement of compliance

	
	Corrective actions: the software provider shall respond to monitoring findings, implement required corrective actions within agreed timeframes and submit evidence demonstrating remediation.
	--
	Document and record review 
	Statement of compliance 

	QAM-7 
	Accreditation enforcement: the software provider shall comply with any accreditation conditions, suspension requirements, cancellation requirements or other enforcement outcomes determined through the monitoring process.
	--
	Document and record review 
	Statement of compliance 

	QAM-8 
	Software provider review rights: the software provider may review draft findings, submit responses, provide additional evidence and request reconsideration by the NatHERS Administrator where permitted by the monitoring process.
	--
	Document and record review 
	Statement of compliance 

	[bookmark: _Toc243989355]Assessor auditing
	
	
	
	

	QAM-9 
	Audit policy: NatHERS audits accredited assessors and data collectors to verify that ratings are completed accurately, consistently and in accordance with NatHERS requirements. 
Auditing supports scheme integrity by checking that assessors use approved tools and methods, retain appropriate evidence, comply with accreditation obligations, and produce rating outcomes that can be relied on for regulatory, disclosure and consumer purposes.
	Assessor audit policy
	--
	--

	QAM-10 
	Access: the software shall allow authorised assessors, auditors and the NatHERS team to access and export audit data relevant to their role.
	ID SEC-008
	Document and record review; functional and technical testing; demonstration
	Export test; statement of compliance

	QAM-11 [bookmark: _Ref244161646]
	Assessment record retention and data export: the software shall retain the complete assessment record for a minimum of seven years, including assessor inputs, supporting evidence, rating-file reference (identifier), rating results summary, certificate (identifier) and software version and support export of required data in an accepted common format such as CSV, XML, PDF or JSON.
	Section 11.5 Data
	Document and record review
Functional and technical testing
Demonstration

	Export test
Statement of compliance

	QAM-12 
	Audit access: The software should support browser-based audit access.
	--
	Functional and technical testing
	Functional and workflow test – access audit material

	QAM-13 
	The software shall maintain the software capability needed to access, read and process retained assessment data for 7 years. 
CSIRO is the regulatory layer, absolving software providers of the need to maintain retired versions.
Rating files on the CSIRO platform can be executable – older versions available on request. 
	--
	Document and record review 
	Statement of compliance 

	QAM-14 
	Working with Accredited Assessor Service Provider (existing homes) and Assessor Accrediting Organisations (new homes) 
AASPs and AAOs are responsible for quality-assuring their accredited assessors and data collectors. Software providers shall support this role by creating backend systems to support routine assessor audits. 
	Protocol for Assessor Accrediting Organisations

	Document and record review

	Statement of compliance

	QAM-15 
	NatHERS Technical Note requirement automated checking: The software should include automated checks to assist assessors to comply with the NatHERS Technical Note wherever feasible. Examples include checking that consent forms are fully completed, or that photographic evidence includes the required meta-data.
The software may also include risk or outlier-based analysis to assist assessors and assessor audits, such as identifying and flagging inputs outside expected ranges.
Software providers shall additionally work with the NatHERS Administrator to flag anomalous user behaviour, such as unusually high numbers of rapid-fire certificate generations, which may indicate erroneous or fraudulent assessments.
	
	Document and record review
	Statement of compliance


 
[bookmark: _Toc238798220][bookmark: _Toc240208172][bookmark: _Toc240209050][bookmark: _Toc240894930][bookmark: _Toc240969704][bookmark: _Ref241566041][bookmark: _Toc241588966][bookmark: _Ref242188835][bookmark: _Toc242348387][bookmark: _Toc243989356]Security, privacy and access control (SEC)
This section specifies the minimum security, privacy and access controls required to protect NatHERS systems, accounts and assessment data. These requirements are intended to ensure that access to the system is restricted to authorised users, user activities are traceable and auditable, data is protected throughout its lifecycle, and security risks are effectively managed. 
	ID
	Specification requirement
	Cross-reference
	Suggested verification method
	Suggested evidence

	[bookmark: _Toc243989357]Security and privacy requirements
	
	
	
	

	SEC-1 
	The intent is for software to comply with the current Australian government requirements (to the extent they are applicable to the software’s performance under this Protocol), which may include: 
Protective Security Policy Framework (PSPF) 
Commonwealth Information Security Manual (ISM)
Privacy Act 1988 (Cth) and applicable Australian Privacy Principles
Australian Signals Directorate Guidelines for system management including eight essential mitigation strategies from the Strategies to mitigate cybersecurity incidents. 
	Protective Security Policy Framework
Information Security Manual
Strategies to mitigate cybersecurity incidents
Australian Privacy Principles
	--
	--

	[bookmark: _Toc243989358]Authentication
	
	
	
	

	SEC-2 
	The software shall use strong authentication credentials to authenticate all users. 
Examples of strong credentials could include:
a. passphrases that are at least 4 random words with a total minimum length of 14 characters
b. biometric credentials such as facial recognition or fingerprint authentication
c. passkeys.
OR
d. MFA is used to authenticate users.
	
	Document and record review 
Demonstration

	Statement of compliance


	SEC-3 
	The software shall assign each user a unique account and shall prohibit shared login accounts.
	--
	Functional and technical testing
	Functional test – shared logins

	SEC-4 
	They software shall implement sessions time out after 30 minutes of screen inactivity (e.g. no mouse or keyboard activity for 30 minutes)
	--
	Functional and technical testing
	Functional test – timed test

	SEC-5 
	Where shared secrets (e.g. passwords, passphrases, PINs, pre-shared keys, and other symmetric authentication secrets) are used, they shall be protected at rest using cryptographic mechanisms appropriate to the secret type. Password-based secrets shall be cryptographically hashed, and retrievable secrets shall be encrypted and access-controlled.
	--
	Document and record review

	Statement of compliance

	[bookmark: _Toc243989359]Authorisation
	
	
	
	

	SEC-6 	
	An authorisation model is applied to provide users with the least privileges required to undertake their role within the system.  Roles, permissions, access rights and delegations shall be defined, documented, governed and consistently enforced. 
All authorised user roles shall have read/write access to all system functionality except where restrictions or limitations are explicitly specified in the table below.
	Entity
	Certificate generation[footnoteRef:1] [1: ] 

	Project access

	Accredited assessor
	Yes
	Own projects only.
Ability to assign project to other assessors and data collectors.

	Accredited data collector
	No
	Own projects only.
Ability to assign project to 
assessor.

	Other, e.g. researchers, students, trainees
	No
	Own projects only.
Ability to assign project to 
another user.

	Company administrator
	No
	Ability to assign company 
projects to assessors or data 
collectors.

	NatHERS Administrator, Auditors, AAOs, AASP
	No
	All projects including exporting 
data. 



	--
	Document and record review
Functional and technical testing
	Statement of compliance
Functional review – e.g. positive and negative access-control test 


	[bookmark: _Toc243989360][bookmark: _Ref244175529][bookmark: _Ref244175534]Audit logs
	
	
	
	

	SEC-7 	
	Event types: the software shall log:
a. privileged access events, including privilege elevation, use of privileged access and changes to privileged accounts or permissions
b. authentication and logon events, including unsuccessful authentication attempts
c. system and security configuration changes, including changes to security policies, accounts, permissions, access controls, system configuration, system start-up and system shutdown
d. user-driven events, including functions performed, data accessed, attempted data access and data changes, regardless of whether the action occurs through an application, server, script, API or other interface.
	Australian Signals Directorate - guidelines for system monitoring.
	Functional and technical testing

	Logs

	SEC-8 [bookmark: _Ref244238841]
	Minimum audit log fields: each audit log record shall include, at a minimum, the date and time of the event, the relevant user or multiple users contributing to a single assessment, or process, any relevant filename, a clear event description and the information technology equipment involved.
Audit logs must record AI-generated values and outputs, associated confidence indicators (where available), the AI model or service version used to generate those outputs, and any assessor modifications, corrections, acceptance, rejection or override actions. 
	--
	
	--

	SEC-9 
	Storage and monitoring: security logs shall be centrally stored and monitored, such as through a security information and event management (SIEM) capability.
	--
	Document and record review
	Statement of compliance

	SEC-10 
	Retention and availability: audit logs shall be:
a. retained for at least 12 months
b. made available to auditors and NatHERS for quality assurance purposes on request in an accepted common format such as CSV, XML, PDF or JSON.
	--
	Document and record review
Functional and technical testing
	Statement of compliance
Data export test

	[bookmark: _Toc243989361][bookmark: _Ref244239281][bookmark: _Ref244239284]Data
	
	
	
	

	SEC-11 
	Data hosting and processing in Australia: the software provider shall host and process data in Australia where feasible. 
	--
	Document and record review
	Statement of compliance

	SEC-12 
	Overseas data hosting and processing: Where infeasible to host and process data in Australia, the software provider should establish and maintain an enforceable contractual arrangement with any overseas hosting or processing provider that ensures the provider complies with all applicable Australian privacy legislation and the Australian Privacy Principles. This requirement will be reviewed on a regular basis and may trigger a general update or reaccreditation.
Where it is not feasible to establish enforceable contractual arrangements, software providers need to state what these impediments are so they can be considered as part of the accreditation process and describe any other alternate controls or solutions they may have in place.
	Office of the Australian Information Commissioner - sending personal information overseas
	Document and record review
	Statement of compliance

	SEC-13 
	Data backup: the software provider shall establish, document, maintain and test backup and restoration processes that protect data and electronic assets from loss.
	Australian Signals Directorate Guidelines for system management.
	Document and record review
	Data management procedure
Statement of compliance

	SEC-14 
	Data export: the system shall support the provision of all assessment data, as specified in the two-tier strategy.
	-
	Document and record review
Functional and technical testing
	Statement of compliance
File export test

	SEC-15 
	Data disposal: at the end of an applicable retention period, data shall be securely erased so it cannot be recovered and physical media shall be securely destroyed where applicable.
	--
	
	

	SEC-16 	
	Data sharing: the system shall control data sharing based on classification, role, purpose, consent and applicable law or accreditation requirements.
	13 - Legal and other compliance obligations
	
	

	[bookmark: _Toc243989362]Sanitisation
	
	
	
	

	SEC-17 	
	The software shall validate filenames, text inputs, file extensions and file types and shall reject or securely handle invalid, unsupported (e.g.file types) or malicious (e.g. injection or file-upload vulnerabilities) input.
	OWASP cheat sheet series - file upload cheat sheet
	Document and record review
Demonstration
	Statement of compliance
Security testing

	[bookmark: _Toc243989363]Encryption
	
	
	
	

	SEC-18 [bookmark: _Ref243645998]	
	The software provider shall maintain an encryption key management and public key infrastructure policy covering approved asymmetric, hashing and symmetric cryptographic algorithms[footnoteRef:2]. This shall align with Australian Government Guidelines for using cryptography. [2:  Examples of Asymmetric cryptographic algorithms: 1. Diffie-Hellman (DH) for agreeing on encryption session keys; 2. Elliptic Curve Diffie-Hellman (ECDH) for agreeing on encryption session keys; 3. Elliptic Curve Digital Signature Algorithm (ECDSA) for digital signatures/ 4. Module-Lattice-Based Digital Signature Algorithm (ML-DSA) for digital signatures; 5. Module-Lattice-Based Key Encapsulation Mechanism (ML-KEM) for encapsulating encryption session keys (and similar keys); 6. Rivest-Shamir-Adleman (RSA) for digital signatures and transporting encryption session keys (and similar keys).] 

	Australian Government - Guidelines for using cryptography
	Document and record review
	Statement of compliance
Policies and procedures

	SEC-19 
	Hashing algorithm: The software shall use approved cryptographic hashing algorithms for the protection of authentication secrets, integrity verification, digital signatures and other cryptographic functions requiring one-way hashing. SHA-2 hashing algorithms can be used unless an alternative hashing algorithm is specifically required by the cryptographic mechanism being implemented.
	--
	SEC-018
	SEC-018

	SEC-20 
	Encryption at rest: the software shall use AES for symmetric cryptography and AES-256 for data at rest where prescribed.
	--
	SEC-018
	SEC-018

	SEC-21 
	Encryption in transit: the software shall protect data in transit using TLS 1.2 or TLS 1.3.
	--
	SEC-018
	SEC-018

	[bookmark: _Ref243650673][bookmark: _Toc243989364]Patches
	
	
	
	

	SEC-22 
	A vulnerability scanner is used at least weekly to identify missing patches or updates for any software used as part of the UI.
	--
	SEC-018
	SEC-018

	SEC-23 
	Critical patches or updates shall be applied within 48 hours unless another timeframe is agreed with the NatHERS Administrator.
	Section 6.5 - Software updates and change control  
	SEC-018
	SEC-018

	SEC-24 
	Non-critical updates: these shall be applied within 2 weeks unless another timeframe is agreed with the NatHERS Administrator.
	Section 6.5 - Software updates and change control  
	SEC-018
	SEC-018

	[bookmark: _Ref243649126][bookmark: _Toc243989365]Incident
	
	
	
	

	SEC-25 
	Incident monitoring: the software provider shall implement monitoring across network or infrastructure, application and transaction layers as applicable.
	10 - Quality assurance and monitoring (QAM)
	Document and record review
	Incident procedure

	SEC-26 
	Incident response plan: the software provider shall maintain, implement, review and test a cyber incident response plan.
	--
	Document and record review
	Incident procedure 

	SEC-27 	
	Incident notification: the software provider shall notify the NatHERS Administrator of a critical or high-severity cyber incident within 24 hours of detection to both uip@nathers.gov.au and admin@nathers.gov.au .
The initial notification shall include, to the extent known at the time:
a. the date and time the incident was detected
b. the nature and severity of the incident
c. the accredited software, systems, services and software versions affected
d. the assessment data, personal information or other information known or reasonably suspected to be involved
e. the known or potential effects on software availability, integrity, confidentiality, rating outcomes, certificate generation or auditability
f. any containment or immediate risk-reduction measures taken
g. the software provider’s incident contact and
h. any notifications made or proposed to affected individuals, regulators, service providers or other parties.

	--
	Document and record review
	Incident procedure 

	SEC-28 
	Incident notification: where an incident involves a personal-information breach, the provider shall support notifications and regulatory reporting where required. The software provider must work with the NatHERS team to notify the impacted individual(s) and also report the breach to the OAIC.
	--
	Document and record review 
	Incident procedure 

	SEC-29 
	Incident updates and report: the software provider shall keep the NatHERS Administrator informed of material developments and provide further information as it becomes available. Following containment or resolution, the software provider shall provide an incident report within a timeframe agreed with the NatHERS Administrator. The report shall include:
a. the incident timeline and root cause, where established
b. the software, infrastructure, third-party services and information affected
c. the number and categories of affected assessments, users or individuals, where known
d. the security controls that failed, were absent or did not operate as intended
e. the containment, investigation, recovery and remediation actions undertaken
f. any residual risks
g. corrective actions and proposed risk treatments, including responsible parties and completion timeframes
h. the measures implemented or proposed to reduce the likelihood or impact of recurrence and
i. relevant supporting evidence, subject to applicable legal, security and confidentiality restrictions.
	
	Document and record review
	Incident procedure

	SEC-30 [bookmark: _Ref244158750]
	Cooperation and independent assessment: the software provider shall cooperate with reasonable requests from the NatHERS Administrator to support the Department’s assessment of the incident and associated risks. This may include providing relevant records, logs, technical findings, testing results, remediation evidence and access to appropriately qualified personnel.
The NatHERS Administrator may use the information to identify security control gaps, assess risks to NatHERS systems, data and scheme integrity, and require proportionate corrective actions or additional risk treatments.
	--
	Document and record review 
	Incident procedure 

	[bookmark: _Toc243989366]Personnel
	
	
	
	

	SEC-31 
	Personnel security procedures: the software provider shall maintain documented personnel-security procedures covering recruitment (including background/police checks), onboarding, role changes, access management and offboarding for all personnel with system access.
	--
	Document and record review
	Personnel procedure

	SEC-32 
	Onboarding controls: the software provider shall grant system access only after personnel have completed required authorisation, security checks, training and role-based access assignment.
	--
	Document and record review 
	Personnel procedure

	SEC-33 
	Access reviews and role changes: the software provider shall review and update personnel access when roles, responsibilities, employment status or access requirements change.
	--
	Document and record review 
	Personnel procedure

	SEC-34 
	Offboarding controls: the software provider shall maintain a documented offboarding process that includes timely access revocation, automated account deprovisioning where supported, ICT equipment return and retention of completion evidence.
	--
	Document and record review
	Personnel procedure

	SEC-35 	
	Separation and transfer access removal: the software provider shall promptly revoke or disable all user, administrative and privileged access when personnel separate, are terminated, reach contract expiry or transfer to a role that no longer requires access.
	--
	Document and record review 
	Personnel procedure

	[bookmark: _Toc243989367]Cyber supply chain risk management
	
	
	
	

	SEC-36 
	The software provider is responsible for ensuring the secure supply of products and services from any vendors or subcontractors involved in the software system.
	--
	Document and record review
	Statement of compliance

	SEC-37 
	Cyber supply chain components must meet the same security requirements expected of you, and these expectations must be contractually defined. 
Further information is available at https://www.cyber.gov.au/resources-business-and government/maintaining-devices-and-systems/outsourcing-and-procurement/cyber-supply chains/cyber-supply-chain-risk-management.
	Cyber supply chain risk management  Cyber.gov.au
	Document and record review 
	Statement of compliance 


 
[bookmark: _Ref238801500][bookmark: _Toc238798229][bookmark: _Toc240208182][bookmark: _Toc240209060][bookmark: _Toc240894941][bookmark: _Toc240969715][bookmark: _Ref241057359][bookmark: _Ref241057363][bookmark: _Toc241588977][bookmark: _Toc242348399][bookmark: _Toc243989368]Training and user guidance/support (TNG)
This section specifies requirements for software training, user guidance and technical support. It applies to software providers’ training materials, helpdesk services and engagement with Registered Training Organisations and Accredited Assessor Service Providers.
	ID
	Specification requirement
	Cross-reference
	Verification
	Suggested evidence

	[bookmark: _Toc243989369][bookmark: _Ref244175426][bookmark: _Ref244175431]Training
	
	
	
	

	TNG-1 
	Training provision to users: the software provider shall provide training, user guidance and support resources sufficient to enable trainees, accredited assessors and accredited data collectors to competently, consistently and accurately use the software to undertake NatHERS assessments. The minimum training requirements are specified in the Software Protocol Appendices.
	Software Protocol Appendices – minimum training requirements
	Document and record review; demonstration; functional and technical testing.
	Training & guidance resources 

	TNG-2 
	Training provision to the NatHERS Administrator or its nominees: Software providers shall liaise with and provide support to the NatHERS Administrator or its nominees (such as Assessor Accrediting bodies and Registered Training Organisations (RTOs)) to access and leverage training, user guidance and support resources – including regarding appropriate access methods and formats. 
	
	
	

	TNG-3 [bookmark: _Ref242169129]
	Continuing professional development: where training webinars are provided, the software provider shall liaise with the Assessor Accreditation Organisation (AAO) and/or the Accredited Assessor Service Provider (AASP) to facilitate recognition of the software training as Continuing Professional Development (CPD).
	Continuing Professional Development (CPD) Policy NatHERS for existing homes
	Document and record review
	Statement of compliance

	[bookmark: _Toc243989370]Support
	
	
	
	

	TNG-4 
	Helpdesk: the software provider shall maintain an email-accessible helpdesk, respond to all requests within 5 business days and respond to at least 80 percent within two business days.
	--
	Document and record review 
Demonstration
	 Document and record review

	TNG-5 
	User guidance: the software shall be supported by user guidance e.g. help content, reference materials
	--
	 Document and record review
Demonstration
	 Document and record review

	TNG-6 
	Technical support: the software provider shall provide technical support 
	--
	 Document and record review
	Statement of compliance



[bookmark: _Toc240208183][bookmark: _Toc240209061][bookmark: _Ref240636514][bookmark: _Ref240636518][bookmark: _Toc240894942][bookmark: _Toc240969716][bookmark: _Toc241588978][bookmark: _Ref242188947][bookmark: _Toc242348402][bookmark: _Ref243650482][bookmark: _Ref243650487][bookmark: _Toc243989371]Legal and other compliance obligations (LEG)
This section sets out the legal, consent, and branding requirements that apply to NatHERS-accredited software. These requirements establish the contractual framework for re/accreditation, govern the collection, use and disclosure of assessment data and personal information, and ensure consistent use of NatHERS branding and trademarks. Software providers must comply with the applicable Accreditation Deeds, consent obligations, and trademark requirements throughout the accreditation period.
	ID
	Specification requirement
	Cross-reference
	Suggested verification method
	Suggested evidence

	[bookmark: _Toc243989372]Accreditation Deed
	
	
	
	

	LEG-1 
	NatHERS cannot review, edit, or approve external licenses or terms of use on the software provider’s behalf.
	--
	--
	--

	LEG-2 
	Accreditation Deed: the Deed forms a part of the Agreement between the parties for the accreditation of the software and must be read in conjunction with the Terms and Conditions and the Software Protocol.
If there is an inconsistency between any of these documents, the documents take the following priority:
· Accreditation Notice
· Accreditation Deed
· Software Protocol
	Deed
	--
	--

	LEG-3 
	Accreditation Deed execution: the software provider shall execute the appliable Accreditation Deed for the pathway they are signing onto, as separate Accreditation Deed apply to new homes software and existing homes software. 
	Deed 
	Document and record review
	Executed deed with attached Terms and Conditions

	LEG-4 
	Compliance: the software provider shall review the Accreditation Deed in full before submitting an accreditation, update or reaccreditation request, and shall confirm that it can comply with all applicable obligations. This may also include drafting amendments to software documentation to allow fulfilment of software providers obligations under the agreement. 
The software provider shall not request removal or amendment of mandatory accreditation terms unless there is a substantiated reason, and must allow sufficient lead time for NatHERS review, including 2–4 months where legal advice may be required.
	--
	--
	--

	LEG-5 
	Software tool user provisions: to support consistent compliance and administration of the Software Protocol requirements, NatHERS requires that Software Providers incorporate the Software User Provisions (Appendix 1 of the Deed) into their user licence agreements in their current form, without amending any text and as a distinct section within the overall user licence agreement.
	Terms and Conditions 
	Document and record review
Demonstration

	User interface user provisions within software

	[bookmark: _Toc243989373]Consents
	
	
	
	

	LEG-6 
	Mandated consent form/s: For existing homes ratings, the Home Energy Rating Client Information and Consent Form shall be used. 
Requirements for new homes ratings remain under development.
The content of the prescribed form shall not be altered. 
	Home Energy Rating for existing homes – Client Information and Consent Form
	Document and record review

	Consent form

	LEG-7 
	Consent management: the software shall support the collection, upload, storage and retention of client consent records for each assessment. 
For existing homes ratings, a fully completed Home Energy Rating Client Information and Consent Form, with associated assessor declarations, shall be mandatory before the assessment can be completed.
Consent should be obtained electronically within the software where feasible, but may be obtained through paper-based, electronic, or hybrid workflows.
Where consent is obtained electronically within the software, software providers shall include automated checking of consent form completion. The software should check that all entry fields are completed, including:
a. Client, dwelling and assessment details such as the home address, client name and type, the accredited tools used, and assessment date
b. all declarations are completed
c. client signature and date fields completed 
d. assessor details fields completed.
Where consent is obtained outside the software, the software shall allow upload or import of a completed consent form and require explicit declaration by users that they have checked all fields, all pages are included and the form is fully complete. 
e. A consent record shall be mandatory before the assessment can be completed. All consent records, including scanned copies of paper-based signed forms and electronically captured consents, shall be retained with the assessment record and made available for audit, review or compliance activities.
	
	Demonstration
Functional and technical testing

	Test consent management workflows

	LEG-8 
	Client consent records for non-NatHERS purposes: the software shall record and retain evidence of each separate consent for non-NatHERS purposes by the software provider, including the consent form version, date and time, consenting person, purpose, data categories, authorised recipients, and any withdrawal or modification of consent.
	--
	
	

	LEG-9 
	Non-NatHERS consent: the software provider shall not use Assessment Data or Personal Information to offer additional services, connect clients with energy efficiency or renewable energy providers, for data sharing/selling or share information with third parties unless separate consent has been obtained for that specific purpose.
	--
	
	

	LEG-10 
	Third-party disclosure: the software provider shall ensure that any third-party disclosure of Assessment Data or Personal Information by the software provider is limited to the scope of the client’s separate consent and is subject to appropriate contractual, privacy, security and recordkeeping controls.
	--
	Document and record review
	Statement of compliance

	[bookmark: _Toc243989374]Trade mark & branding
	
	
	
	

	LEG-11 
	The software provider is granted non-exclusive revocable royalty-free licence to use the NatHERS and Home Energy Rating trademarks during the accreditation period.
	--
	--
	--

	LEG-12 
	The software provider shall use the NatHERS and Home Energy Rating trademarks strictly in accordance with the NatHERS Trade Mark Guidelines and the Home Energy Rating Brand Guidelines for Partners .
	NatHERS trade mark guidelines

	Document inspection
	Documents, screenshots, and other outputs generated by software and software provider 
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